RESOURCE DECLARATION, CONSENT AND SECURITY VETTING AGREEMENT

Lead Consultant – Strategy & Maturity
Project: ___________________________________________
Service Provider: ___________________________________
Resource Name: _____________________________________
ID/Passport Number: ________________________________
Designation: Lead Consultant – Strategy & Maturity
Contact Details: ___________________________________

1. ROLE CONFIRMATION
I, the undersigned, hereby confirm that I have been nominated by the Service Provider for the position of Lead Consultant – Strategy & Maturity and declare that I meet the minimum requirements for the role as specified below:
	Requirement
	Confirm (✓)

	Minimum 15 years cybersecurity advisory experience
	☐

	CISSP or CISM certification (or recognised equivalent)
	☐

	Lead author of at least three NIST CSF or equivalent cybersecurity maturity assessments
	☐

	Degree in Computer Science, Engineering, Information Systems or equivalent
	☐

	Will be dedicated to the PRASA engagement as proposed by the Service Provider
	☐



2. SECURITY PRE-SCREENING CONSENT
I acknowledge that the PRASA engagement involves access to information, systems, facilities, operational processes, critical infrastructure, and other sensitive information assets.
I hereby:
☐ Consent to undergo security pre-screening prior to the commencement of the engagement.
☐ Authorise PRASA and its authorised representatives to verify my identity, qualifications, certifications, employment history, professional references, criminal record status, citizenship status, and any other information required for security risk assessment purposes.
☐ Consent to verification of information provided in my curriculum vitae and supporting documentation.
☐ Agree to immediately disclose any circumstances that may negatively affect my suitability for this engagement.

3. SSA SECURITY VETTING CONSENT
I understand that the position of Lead Consultant – Strategy & Maturity is a sensitive cybersecurity role supporting critical national infrastructure and that I will be subjected to Security Screening by the State Security Agency (SSA).
I hereby:
☐ Voluntarily consent to be subjected to intrusive SSA Security Vetting in accordance with applicable legislation, regulations and government security requirements.
☐ Agree to complete all documentation, declarations, interviews, background investigations and verification processes required by the SSA.
☐ Authorise the SSA, PRASA, and authorised government agencies to conduct all investigations necessary to determine my suitability for access to sensitive information and critical infrastructure environments.
☐ Acknowledge that failure to successfully obtain the required security clearance may result in my exclusion from the engagement.
☐ Understand that appointment to the project remains conditional upon security clearance outcomes and approval by PRASA.

4. CONFIDENTIALITY UNDERTAKING
I acknowledge that during the course of the engagement I may obtain access to confidential, proprietary, commercially sensitive, security-sensitive, and restricted information belonging to PRASA.
I undertake to:
· Preserve the confidentiality of all information obtained during the engagement.
· Use information solely for purposes authorised by PRASA.
· Not disclose information to unauthorised parties.
· Comply with all PRASA information security policies, standards, procedures and contractual obligations.
· Immediately report any actual or suspected information security incident, compromise, or unauthorised disclosure.

5. DECLARATION
I declare that:
1. The information provided by me is true, complete and accurate.
2. I understand the nature of the role and its associated security requirements.
3. I voluntarily consent to security pre-screening and SSA Security Vetting.
4. I understand that any false declaration may result in disqualification from the engagement and/or termination of the contract.
5. I acknowledge that my participation in the project is subject to PRASA approval and successful completion of all required security screening processes.

RESOURCE DECLARATION
I hereby certify that I have read, understood and accept the contents of this declaration.
Resource Full Name: ______________________________________
Signature: _______________________________________________
Date: ___________________________________________________

SERVICE PROVIDER CONFIRMATION
The Service Provider confirms that the above-named resource has been proposed for the role of Lead Consultant – Strategy & Maturity and that the qualifications, certifications and experience submitted to PRASA have been verified.
Authorised Representative: _________________________________
Designation: _____________________________________________
Company: ________________________________________________
Signature: _______________________________________________
Date: ___________________________________________________

PRASA ACKNOWLEDGEMENT
Received By: _____________________________________________
Designation: _____________________________________________
Signature: _______________________________________________
Date: ___________________________________________________
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