TRANSNET
Transnet Property

Tender Number: TP/2024/03/0003/59627/RFP /
Description of the Works: For the supply, development, installation, testing and commissioning of the
national smart metering system for the electricity and water at Transnet Property

T2.2-22 Agreement in terms of Protection of Personal Information
Act, 4 of 2013 ("POPIA")

1. PREAMBLE AND INTRODUCTION

1.1. The rights and obligation of the Parties in terms of the Protection of Personal Information Act, 4 of

2013 ("POPIA") are included as forming part of the terms and conditions of this contract.

2. PROTECTION OF PERSONAL INFORMATION

2.1. The following terms shall bear the same meaning as contemplated in Section 1 of the Protection of
Person information act, No. of 2013 “(POPIA™):

consent; data subject; electronic communication; information officer; operator; person; personal
information; processing; record; Regulator; responsible party; special information; as well as any
terms derived from these terms.

2.2. The Operator will process all information by the Transnet in terms of the requirements contemplated
in Section 4(1) of the POPIA:

Accountability; Processing limitation; Purpose specification; Further processing limitation;

Information quality; Openness; Security safeguards and Data subject participation.

2.3. The Parties acknowledge and agree that, in relation to personal information of Transnet and the
information of a third party that will be processed pursuant to this Agreement , the Operator is
(P (Name of Contractor))
hereinafter Operator and the Data subject is “Transnet”. Operator will process personal information
only with the knowledge and authorisation of Transnet and will treat personal information and the
information of a third party which comes to its knowledge as confidential and will not disclose it,

unless so required by law or subject to the exceptions contained in the POPIA.

2.4. Transnet reserves all the rights afforded to it by the POPIA in the processing of any of its information
as contained in this Agreement and the Operator is required to comply with all prescripts as detailed

in the POPIA relating to all information concerning Transnet.

2.5. In terms of this Agreement, the Operator acknowledges that it will obtain and have access to
personal information of Transnet and the information of a third party and agrees that it shall only
process the information disclosed by Transnet in terms of this Agreement and only for the purposes

as detailed in this Agreement and in accordance with any applicable law.

2.6. Should there be a need for the Operator to process the personal information and the information of

a third party in a way that is not agreed to in this Agreement, the Operator must request consent
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from Transnet to the processing of its personal information or and the information of a third party

in @ manner other than that it was collected for, which consent cannot be unreasonably withheld.

2.7. Furthermore, the Operator will not otherwise modify, amend or alter any personal information and
the information of a third party submitted by Transnet or disclose or permit the disclosure of any
personal information and the information of a third party to any third party without prior written

consent from Transnet.

2.8. The Operator shall, at all times, ensure compliance with any applicable laws put in place and
maintain sufficient measures, policies and systems to manage and secure against all forms of risks
to any information that may be shared or accessed pursuant to the services offered to Transnet in
terms of this Agreement (physically, through a computer or any other form of electronic

communication).

2.9. The Operator shall notify Transnet in writing of any unauthorised access to personal information
and the information of a third party , cybercrimes or suspected cybercrimes, in its knowledge and
report such crimes or suspected crimes to the relevant authorities in accordance with applicable
laws, after becoming aware of such crimes or suspected crime. The Operator must inform Transnet
of the breach as soon as it has occurred to allow Transnet to take all necessary remedial steps to
mitigate the extent of the loss or compromise of personal information and the information of a third

party and to restore the integrity of the affected personal information as quickly as is possible.

2.10. Transnet may, in writing, request the Operator to confirm and/or make available any personal
information and the information of a third party in its possession in relation to Transnet and if such
personal information has been accessed by third parties and the identity thereof in terms of the
POPIA.

2.11. Transnet may further request that the Operator correct, delete, destroy, withdraw consent or object
to the processing of any personal information and the information of a third party relating to the
Transnet or a third party in the Operator’s s possession in terms of the provision of the POPIA and

utilizing Form 2 of the POPIA Regulations .

2.12. In signing this addendum that is in terms of the POPIA, the Operator hereby agrees that it has
adequate measures in place to provide protection of the personal information and the information
of a third party given to it by Transnet in line with the 8 conditions of the POPIA and that it will
provide to Transnet satisfactory evidence of these measures whenever called upon to do so by

Transnet.

The Operator is required to provide confirmation that all measures in terms of the POPIA are
in place when processing personal information and the information of a third party received

from Transnet:
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YES NO

2.13. Further, the Operator acknowledges that it will be held liable by Transnet should it fail to process
personal information in line with the requirements of the POPIA. The Operator will be subject to any
civil or criminal action, administrative fines or other penalty or loss that may arise as a result of the

processing of any personal information that Transnet submitted to it.
2.14. Should a Tenderer have any complaints or objections to processing of its personal information, by
Transnet, the Tenderer can submit a complaint to the Information Regulator on

https://www.justice.gov.za/inforeg/, click on contact us, click on complaints.IR@justice.gov.za

3. SOLE AGREEMENT

3.1. The Agreement, constitute the sole agreement between the parties relating to the subject matter
referred to in paragraph 1.1 of this and no amendment/variation/change shall be of any force and

effect unless reduced to writing and signed by or on behalf of both parties.

Signed at on this day of 2021

Name:

Title:

Signature:

Name of Contractor: ........corcurureimareinarannnrans
(Operator)
Authorised signatory for and on behalf of ...........cccooi i who warrants that he/she is duly

authorised to sign this Agreement.

AS WITNESSES:

1. Name: Signature:

2. Name: Signature:
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